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Abstract:

This study aimed to examine the level of cybersecurity awareness among students of media
colleges in Libya in light of digital transformation, and to identify its cognitive, behavioral,
and professional dimensions, in addition to awareness of privacy and digital responsibility,
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and the role of media education in enhancing such awareness, The study is situated within a
media environment characterized by the rapid expansion of digital platforms and social media
as essential tools for learning, training, and media practice.

The study adopted a descriptive survey approach and employed an electronic questionnaire as
the primary data collection instrument, The questionnaire was administered to a sample of
(200) media students from several Libyan universities, Data were analyzed using appropriate
statistical techniques through the SPSS program.

The findings revealed that the overall level of cybersecurity awareness among media students
was high, with positive levels recorded across the cognitive, behavioral, and professional
dimensions, reflecting an advanced understanding of digital risks and a relative commitment
to safe digital practices, The results also indicated statistically significant differences in
cybersecurity awareness according to gender and daily duration of digital platform use.
However, the findings showed a relative decline in students’ sense of responsibility toward
protecting others’ privacy compared to protecting their own personal data, indicating a gap
between individual awareness and collective digital responsibility, The study further
confirmed the pivotal role of media education in enhancing cybersecurity awareness and
highlighted the necessity of integrating cybersecurity concepts into media curricula and
practical training.

The study concludes that strengthening cybersecurity awareness among media students
represents a fundamental pillar of responsible digital media practice and a critical requirement
for protecting media content and maintaining the credibility of media messages in an
increasingly complex and threat-prone digital environment.

Keywords:

Cybersecurity Awareness — Media Students — Digital Transformation — Digital Privacy —
Responsible Digital Media.
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